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Can You Keep People Working if an Emergency Closes the Main Office?

MaaS360™ ICE Service Overview

What if a pandemic, natural disaster, strike or other 

emergency prevented your employees from reaching their 

normal offices? 

    

Could they connect securely to the Internet from 

whereverthey found themselves - home, or a hotel, or a 

remote office?

    

Could you be sure that their laptops and home PCs were secure? 

Outbreaks of pandemics such as SARS and the H1N1 
virus (swine f lu) have resulted in the temporary closing 
of off ices, schools, and government agencies. Business 
travelers have been quarantined to slow their spread. 
In the event of future outbreaks, employees may feel 
compelled to stay at home to tend to sick relat ives or out 
of concern for their own health.

So prudent business continuity planners are determining 
how key business processes can be maintained by 
employees working from home and remote locations.

But home computers are notorious securi ty r isks. And 
secure wireless connectivi ty is diff icult  to support in 
far-f lung locations – especial ly for workers who are 
accustomed to the simplici ty of the off ice LAN.

The MaaS360 ICE (In Case of Emergency) Service is a 
unique solut ion for maintaining business continuity in 
a cr isis. Based on technology currently being used to 
support “road warriors” at some of the world’s largest 
f inancial services, pharmaceutical,  energy, and business 
services companies, this new service makes enhanced 
endpoint securi ty and wireless connectivi ty avai lable to 
workers on short not ice, so they can move out of the 
off ice and perform work at home and in remote locations.
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Turn Of f ice Workers  into Mobi le  Workers
The MaaS360 ICE Service is designed to help you turn off ice workers into home and mobile 
workers in the event of a pandemic, natural disaster, or other emergency situat ion.

To set up the MaaS360 ICE Service, Fiberl ink’s consultants work with you to deploy a software 
agent to laptops and distr ibuted PCs, and to select the connectivi ty plans that wi l l  meet the 
needs of your employees in the event of an emergency. 

Once this preparat ion is complete, you can begin monitoring the securi ty posture of the 
laptops and PCs. 

In the event of an emergency, you noti fy Fiberl ink, and within 24 hours your employees can 
have secure access to Wi-Fi,  3G mobile data, broadband, hotel broadband, and dial-up 
services, in one geographic region or worldwide, from mult iple cel lular and network service 
providers, ISPs, and cable companies.

Vis ib i l i ty  and Secur i ty
As soon as the MaaS360 ICE Service is deployed on laptops and distr ibuted PCs i t  begins 
col lect ing securi ty-related information, and forwards that information to the MaaS360™ 
Platform, a hosted report ing and PC management system. Through a secure browser 
connection you can access detai led reports on topics including:
  •  Software inventory (operat ing system and appl icat ions)
  •  Hardware components (processor, memory, disk, storage devices)
  •  Missing operat ing system patches
  • Personal f i rewalls instal led (by vendor, release and instal lat ion date)
  •  Anti-virus packages instal led 
  •  The age of anti-virus signature f i les.

Among other benefi ts, this information can help you:
  •  Identi fy out-of-pol icy software and hardware 
  •  Pinpoint and address securi ty r isks
  • Document compliance with corporate standards and
     government regulat ions
  • Save money by redeploying unused software l icenses
  • Improve PC management and securi ty processes

You can wait to view these reports for an emergency, when i t  becomes vital ly important to 
monitor the securi ty posture of remote systems, or you can use the information on a normal 
day-to-day basis to improve securi ty and PC management processes.

> Keep Us Working
    The MaaS360™ ICE (In
   Case of Emergency) Service
   is the core of Fiberl ink’s
   Keep Us Working™
   offer ings, a set of services
   designed to turn off ice
   workers into mobile workers
   on short not ice.

> Secure Computing At Home
    Administrators can monitor
   the securi ty and compliance
   posture of laptops and home
   PCs, and detect i f  key
   securi ty appl icat ions and
   patches are missing or out
   of date.

> Instant Wireless Connectivity
    In the event of an
   emergency, newly mobile
   workers can connect quickly
   and easi ly to up to 98,000
   hotspots and access points
   worldwide.

> Activated in 24 Hours
    Visibi l i ty and report ing
    features are avai lable to
    administrators at al l  t imes,
    and connectivi ty can be
    act ivated in 24 hours or
    less.

Figure 1: Click on summary reports to see detailed information in 
“drill-down” reports

2

M
a

a
S

3
6

0
™

 IC
E

 S
ervice

2Delivering Mobili ty-as-a-Service™

Summary graphs show at 
a glance aggregate results 
and trends, whi le “dri l l -
down” reports give detai led 
information on individual 
systems (Figure 1).
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Enhanced Global Connectivity
Within 24 hours of noti fying Fiberl ink of an emergency 
situat ion, your laptops and distr ibuted PCs are ready to 
connect to up to nearly 100,000 access points worldwide.

AN INTUITIVE USER INTERFACE
An intuit ive connectivi ty interface provides a simple end 
user experience. Patented Active Transport Noti f icat ion® 

technology detects al l  avai lable hotspots and wireless access 
points within range, including corporate WLAN access points 
and home routers, as wel l  as service provider access points. 
Mobile employees can choose any authorized connection 
type from a simple menu bar (Figure 2). 

The agent automatical ly launches VPN cl ients, establ ishes 
connections, forwards employee authenticat ion credentials, 
and takes other steps defined by the system administrator. 
Progress icons and status l ights keep the employee informed 
about the progress of the connection process (Figure 3).
 
The combination of an intuit ive user interface and a single 
password and logon procedure for al l  types of mobile 
connections can reassure newly mobile workers, reduce 
frustrat ion and cal ls to the help desk, and simpli fy end user 
support.

A GLOBAL VIRTUAL NETWORK
Fiberl ink provides a global vir tual network for mobile workers 
through agreements with leading Wi-Fi hotspot service 
providers, t ier 1 ISPs, DSL and cable service providers, and 
hotel broadband service providers. Depending on the service 
plans you select,  your employees wil l  be able to connect to 
the Internet through 98,000 wireless access points, publ ic 
hotspots, mobile data networks and dial-up POPs in 140 
countr ies. 

CONTROL FEATURES
The MaaS360 ICE Service includes a number of key features 
that help you control distr ibuted endpoints and maintain 
endpoint securi ty.

Anti-virus signature f i les can be pushed to endpoints based 
on your schedule.
 
The MaaS360 ICE Service can be set to monitor and remediate 
selected securi ty appl icat ions. For example, i f  a virus shuts 
down the personal f i rewall ,  the MaaS360 Mobile Service 
can restart i t .  Automatic remediat ion can prevent securi ty 
breaches and reduce Help Desk cal ls by solving problems 
before the end user is even aware they have occurred.

Figure 2: Mobile employees can choose any available 
connection from the menu bar

Figure 3: Icons show employees their connection status
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COMPLIANCE & CONNECTIVITY REPORTS
The MaaS360 ICE Service provides reports on events 
that cause laptops and PCs to fal l  out of compliance with 
corporate standards and on remediat ion and enforcement 
act ions. 

The system also gives you summary and detai l  reports 
that correlate connectivi ty data across corporate wireless 
LANs, publ ic hotspots, mobile data networks, and 
broadband and dial-up connections. You can use these 
reports to analyze usage patterns and troubleshoot 
connection diff icult ies (Figure 4).

Low-Cost Subscription Model
The MaaS360 ICE Service is avai lable through a low-cost 
subscript ion model. Visibi l i ty features are provided at al l 
t imes, and the emergency connectivi ty capabi l i t ies are 
avai lable for 90 days during the l i fe of the subscript ion. 
Connectivi ty charges during the emergency are based on 
the connectivi ty plans you select and actual usage by your 
employees. Because of Fiberl ink’s relat ionship with network 
service providers, these connectivi ty charges are typical ly 
less than those avai lable direct ly from the providers.

At the end of 90 days customers have the option of turning 
off  the emergency connectivi ty capabi l i t ies or convert ing 
the l icense to Fiberl ink’s MaaS360™ Mobile Service, 
which provides al l  of the connectivi ty, control and visibi l i ty 
features on a long-term basis, as wel l  as addit ional services 
l ike automated updates of operat ing system patches.

And because Fiberl ink hosts the report ing and management 
platform, you do not need to instal l  and manage any 
servers or server-based software.

Keep Us Working
Private companies and government bodies are 
increasingly viewing telework as a cr i t ical element of 
any business continuity strategy. But off ice workers 
don’t  become teleworkers instantly. In fact,  without the 
r ight tools they may not be able to make the transit ion, 
especial ly in a high-stress atmosphere of cr isis.

Fiberl ink’s MaaS360 ICE Service is a unique offer ing that 
gives administrators detai led report ing on laptops and 
distr ibuted PCs at al l  t imes, and makes i t  much easier for 
off ice workers to become mobile workers on short not ice.

Figure 4: Reports show connection usage and problems.
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FOR MORE INFORMATION

For more information on MaaS360’s technology 
and services, see www.MaaS360.com or email 
aholmes@fiberl ink.com.

Fiberl ink Communications 
1787 Sentry Parkway West, 
Bui lding 18; Suite 200
Blue Bel l ,  PA 19422
Phone 215.664.1600; Fax 215.664.1601
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