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For that matter, if a strike by transit workers can prevent most 
commuters from entering London or downtown Manhattan,
aren’t there additional reasons to be able to shift work outside 
of central offices?

So, while most business continuity and disaster recovery 
planning in the past focused on protecting data and providing 
extra capacity to cope with a sudden loss of infrastructure, 
planners must now prepare for scenarios where infrastructure 
remains intact, but workers are unable to congregate in offices, 
or even leave their homes, for weeks at a time.

NEW ISSUES FOR BUSINESS CONTINUITY 
PLANNING
Most aspects of business continuity and disaster recovery 
planning apply to pandemics just as much as to fires, hurricanes, 
floods, earthquakes, terrorist attacks and other natural and man-
made disasters. However, there are a few topics that require 
special emphasis.

Emergency Communication

While emergency communication is important in any disaster 
recovery scenario, it is particularly critical in the event of a 
pandemic. Since employees and their families may be personally 
threatened, and since they may be exposed to rumors and 
panics, it is particularly important that they receive accurate, 
up-to-date information on health issues. Employees also need 
detailed information on company policies and procedures for 
working in the new environment, and open communication 
channels to company officials to help resolve personal and 
work-related issues in high-stress situations.

Endpoint Security and Connectivity
Enterprises must plan to provide secure, reliable connectivity 
and access to corporate networks for employees who are
suddenly forced to work in their homes, hotels, or other remote 
locations. 

Administrators must plan for distributing software to remote 
computers, for ensuring security on computers outside of the 
corporate firewall, and for providing backup and data encryption 
capabilities to mitigate the risk of mobile devices with sensitive 
data being lost or stolen. 

Collaboration and Re-Engineered Processes
Planners must prepare for ways to re-engineer business 
processes so they can continue without face-to-face interaction 
between employees. This might include providing employees 
with collaboration tools, modifying business applications to 
automate processes that had been handled by informal and 
“sneaker-net” methods, and introducing workflow and project 
management tools that help managers control processes across 
multiple locations.

Introduct ion
Enterprises are being forced to take a new look at their business 
continuity and disaster recovery plans because of the prospect 
of pandemics – epidemics affecting wide geographical areas for 
weeks or months. 

Planners are contemplating new scenarios in which contagious 
diseases like H1N1 (Swine Flu) and SARS limit travel and 
prevent workers from congregating in offices. 

The striking new challenge is how to maintain employee 
productivity when the workforce is confined to their homes or 
other remote locations. As one executive put it, “How can a 
company go from 20% of its employees working outside of the 
office to 70%?”

This white paper looks at some of the key issues facing 
enterprises that might need to turn office workers into mobile 
workers, rapidly and in large numbers. It examines:

    • The technical and human challenges of supporting
       business processes during a pandemic.
    • The planning required.
    • Procedures to equip employees with the information
       and technology to remain productive.
    • Potential impact on the infrastructure and on
       support staffs.

The final section of the white paper describes how services from 
Fiberlink can help quickly and cost-effectively provide security 
and connectivity for remote employees during a pandemic, or as 
a response to other types of disasters.

What is  Di f ferent  about 
P lanning for  a  Pandemic?
A DIFFERENT TYPE OF DISASTER
The outbreak of SARS and Avian Flu in Asia a few years ago, 
and the H1N1 strain (Swine Flu) in 2009, have forced enterprises 
to consider a new type of disaster - epidemics affecting wide 
geographical areas for extended periods. Should such an 
outbreak occur, government bodies and health organizations 
may impose quarantines, restrictions on travel, and drastic 
limitations on people congregating in public places.

If outbreaks of H1N1 have already led to the temporary closure 
of hundreds of schools worldwide, would it not be prudent to 
plan for the possibility of office closures as well? If the Mexican 
government closed central Mexico City for several days, shouldn’t 
businesses be prepared for similar events in other cities and towns?
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Enterprises must also anticipate a dramatic increase in 
requests for technical support and questions for Human 
Resources and other groups who provide information and
support for employees working under unfamiliar conditions.

This paper will discuss procedures to address these challenges 
in three areas: 
 • Planning, testing, and preparation. 
 • Supporting employees and remote computers.
 • Preparing IT, support, and the office
    infrastructure.

Some companies have discovered that while 
they back up their servers or data centers, 
they’ve overlooked backup plans for laptops. 
Many businesses fail to realize the importance 
of data stored locally on laptops. Because of 
their mobile nature, laptops can easily be lost or 
damaged. It doesn’t take a catastrophic event to 
disrupt business if employees are carting critical 
or irreplaceable data around on laptops.

–The ABCs of Business Continuity and Disaster 
Recovery Planning, CSO Online 
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Planners may want to put in place mechanisms for email and 
voicemail blasts, or even for automated telephone contacts 
using an Interactive Voice Response (IVR) system. These 
systems may need to be integrated with corporate directories 
or Human Resources databases to make sure employee contact 
information is always current.

Employees will also need to obtain plans and procedures over 
an extended period of time, so planners should prepare to use 
collaborative tools or a section of the corporate intranet as a 
repository for emergency documents. 

Run exercises with typical employees
Many types of disaster recovery plans can be tested with the 
participation of technical staffs only. However, tests of plans 
for pandemics must be carried out with typical employees in 
real-life conditions. This is because conditions in users’ homes 
are varied and unpredictable, and because employees and 
managers may need to experiment and develop new methods 
for maintaining business processes while working remotely.  

Some organizations have addressed this challenge by asking 
a large group of employees to stay home and work remotely 
for a period of time (a day to a week). The loss of short-term 
productivity is considered an investment in creating a business 
continuity plan that will stand up to unnerving real-life conditions. 

Prepare critical employees in advance for remote 
access
A number of organizations have taken the view that they should 
fully prepare critical employees for remote operations well 
in advance of an actual crisis. “Critical employees” include 
top executives, staff members involved in responding to the 
emergency, and managers and workers who support the 
most critical business processes. These employees can be 
provided with laptops that contain all the software needed for 
remote operations (or alternately, PCs already in their homes 
can be brought up to corporate standards). These employees 
can also be given adequate Internet connectivity (typically 
broadband) from their home or alternate workplace, and all of 
the documentation and communication links needed to begin 
working remotely without delay.

Line up software, hardware and services for 
emergency deployment
Obviously, it is not economical to fully prepare all employees 
in advance for remote access, but organizations need to line 
up resources in advance to enable office workers to become 
mobile workers shortly after a crisis breaks out. They can 
acquire software licenses for remote systems, stockpile extra 
hardware and software to handle more Internet traffic into the 
corporate networks, and make prior arrangements to obtain 
contract services from outside parties. Some vendors offer 
special arrangements to provide “contingency” software licenses 
or services at a low cost on a contingency basis, where the full 
cost is charged only if and when the licenses or services are 
used. 

1 .  P lanning,  Test ing and 
Preparat ion
While standard methodologies for business continuity and 
disaster recovery planning can be applied to all types of 
emergencies, experts suggest a number of variations related to 
the specific challenges created by pandemics.

Explore a variety of scenarios
Enterprises should explore a variety of pandemic scenarios. 
These might start with a low-level threat affecting a circumscribed 
geographic region, and range up to a widespread pandemic 
with severe government-imposed restrictions on travel. The 
number of employees affected, the reactions of medical and 
governmental organizations, and the behavior of customers and 
suppliers should be examined across these scenarios.

Identify key processes and individuals 
Not every business process can be re-established immediately 
after a crisis. Therefore it is important to identify which processes 
are critical and must continue with minimum interruption and 
maximum efficiency, and which processes that can afford some 
interruption and temporary inefficiencies. This analysis will also 
help identify which individuals should be given first priority for 
reconnection and support.

Examine endpoint security, connectivity and 
productivity
In the event of a pandemic, enterprises will need to turn office 
workers into remote and mobile workers rapidly and in large 
numbers. This poses major challenges in the area of endpoint 
security, connectivity, productivity and end user support. 
The planning team will need to understand thoroughly how 
these challenges apply to their environment, then develop 
policies and technical solutions to address them. These 
topics are discussed in the next section of this white paper.

Create manuals for everyone
Because a pandemic can affect every part of an organization 
for an extended period, it is advisable to document emergency 
policies and procedures for many affected groups. This might 
include a:
    • “Mobile Operations User Guide” for
       employees.
    • Manual or extended knowledge base for the
       technical support staff.
    • Special policy handbook for Human Resources
       personnel.

Prepare additional communications channels
It is critical that employees and their families receive accurate, 
up-to-date information on health and work issues immediately in 
the event of an emergency.
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Ensure endpoint security
Security is another critical and challenging area for mobile 
computing. Home workers, “road warriors” and other mobile 
employees are exposed to hackers, viruses, spyware, Trojans 
and many other threats, yet lack the protection of the corporate 
firewall and other defenses. 

In fact, organizations may be particularly vulnerable to security 
threats during pandemics. First, hackers and virus writers may 
be emboldened by chaotic conditions to increase their attacks. 
Second, overwhelmed support and security staff may have less 
time than normal to monitor, detect and respond to threats.

Administrators must ensure that:
    • A full range of security applications is installed on
       all remote systems, including a personal firewall,
       anti-virus and anti-spyware tools.
    • Virus signature and other threat databases are kept
       updated.
    • The operating system and other key software
       components have been updated with the latest
       security patches.
    • Software for a VPN client and for strong
       authentication (if appropriate) is available on the
       systems.
    • All of the above are in place and actually operating
       before remote systems are allowed access to the
       corporate network.
    • There is visibility into whether remote systems are
       in fact in compliance with enterprise policies and
       best practices.

While it is normally quite difficult to guarantee that these 
conditions are met on a mobile computer, this capability can be 
provided by the Fiberlink solution, which is discussed in the last 
section of this white paper.

Protect against data loss and theft
In a pandemic scenario, it is inevitable that large amounts of 
sensitive and critical corporate data will be generated or stored 
on computers outside of the office. Unfortunately, laptops are 
extremely vulnerable to loss and theft, as demonstrated by 
a few highly publicized recent incidents. These risks may be 
heightened during a pandemic because of chaotic conditions 
and the disruption of normal police activities. 

For these reasons mobile computers should be provided with:
    • Backup mechanisms, so critical data can be
       recovered if the computer is lost.
    • Data encryption, so sensitive data cannot be read if
       the computer is stolen.

2.  Support ing Mobi le  Employees 
and Computers
The challenge of preparing employees to work from their 
homes and other remote locations comes to the forefront in 
planning for pandemics. Compared with other forms of disaster 
recovery planning, planners must put a much greater emphasis 
on communications and collaboration, and also on technologies 
that can help improve the security and connectivity of mobile 
computers.

Set up two-way communications
In the event of a pandemic, employees need accurate 
information to counteract rumors and to inform them of company 
policies and procedures. They also need to be able to find a 
“Mobile Operations User Guide” and other documentation 
that provides information on how to work from home. Useful 
communication media include email and voicemail blasts, 
Interactive Voice Response systems, and the corporate Intranet. 

Communication needs to flow in both directions. Employees will 
want to ask questions to technical support and Human Resources 
staff. Employees and managers can become productive more 
quickly if they can consult experts and exchange information 
among themselves about new ways of doing business in this 
extraordinary environment. To meet these needs planners can 
post directories of key support personnel and set up bulletin 
boards, chat areas and knowledge bases to allow employees 
to share ideas on coping with work and personal issues.

Prepare software distribution and Web-based 
applications
Distributing, installing and updating software on remote computers 
is extremely challenging when dealing with employee-controlled 
laptops, and even worse, employee-owned home computers. 
Obstacles include unpredictable combinations of applications 
and release versions, requirements for drivers and software 
patches, software installations that overwrite each other, and 
huge files that need to be downloaded over slow connections. 

Enterprises can prepare for these software distribution 
challenges by investing in software distribution tools and by 
writing installation scripts. Another approach is to switch to 
browser-based applications (including Web email clients) and to 
use thin-client terminal server architectures where appropriate.

Some enterprises choose to keep a stock of laptops that can be 
given to critical employees at the outbreak of a crisis, preloaded 
with all required software.

Delivering Mobility-as-a-Service™ www.MaaS360.com
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Be prepared to deal with home PCs
Employees with no laptop or portable desktop PC may be 
forced to work from an employee-owned home PC. This can 
be particularly painful for the IT group, because home PCs 
are far more likely than corporate devices to be old, infected, 
and cluttered with software that interferes with key business 
applications. Also, these PCs may be shared by several family 
members.

For critical employees, the IT department may want to keep 
a stock of preloaded laptops that can be distributed at the 
outbreak of a crisis.

However, for those employees where there is no option except 
home PCs, enterprises can put in place technologies that are 
able to inventory home PCs to ensure that they meet enterprise 
standards, and can download and install key security and 
connectivity software. 

Provide simple, flexible connectivity
Providing simple connectivity to the Internet can be a major 
challenge when a large number of office workers are converted 
to mobile workers. Without proper tools and support, employees 
trying to connect for the first time can become baffled and 
frustrated. Even experienced mobile users can encounter 
problems trying to connect from unfamiliar locations.

Connectivity also needs to be flexible. Employees with a broadband 
connection at home may need to use a dial-up connection from a 
friend or relative’s house. Employees stranded in remote locations 
may want to take advantage of broadband services in hotels, 
or Wi-Fi hotspots in airports, cafes, and other public venues. 

Fortunately, there are a variety of connectivity services that 
can simplify connectivity for employees. This can dramatically 
reduce the number of support calls, as well as boost employee 
productivity. One such service from Fiberlink is described later 
in this document.

Set up an infrastructure for SSL VPNs
Many organizations are exploring the use of SSL VPN (Virtual 
Private Network) technology to provide secure connectivity with 
mobile employees. SSL VPNs take advantage of the Secure 
Socket Layer encryption that is built into Web browsers to 
encode information traveling between remote systems and the 
corporate network. This eliminates the need to deploy a separate 
VPN client to the remote systems. It also can be used to create 
a temporary secure connection to computers that do not belong 
to the enterprise or its employees, such as PCs belonging to 
customers or to Internet cafes. 

Organizations that want to use this technology need to acquire 
software, hardware and experience so that they can expand the 
use of SSL VPNs rapidly in the event of a crisis

Enhance collaboration and streamline business 
processes
A pandemic would abruptly deprive employees of accustomed 
face-to-face contact and paper-based workflows. To prevent a 
drastic fall-off in productivity, employees need to be provided 
with collaboration tools such as audio and video conferencing, 
bulletin boards and discussion forums, searchable knowledge 
bases, shareable document repositories and file systems, and 
corporate-sanctioned instant messaging. 

To track and control projects and complex tasks, physical supervision 
by managers can be replaced with computerized workflow and 
project management tools, and by content management systems.

Business continuity planning can provide a valid rationale for re-
examining and re-engineering business processes. Simplifying 
and automating these processes can make them easier to 
support when users are at remote locations.

Delivering Mobility-as-a-Service™ www.MaaS360.com
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3 .  Prepar ing Support  and Of f ice  In frastructures
Standard methodologies for business continuity and disaster recovery cover most of the issues related to preparing the IT department and 
the office infrastructure. These include data backup and recovery, distributed data centers with redundant capacity, and preparedness 
plans for the technical staff. However, there are a few areas that require additional emphasis when preparing for a pandemic.

Prepare for a surge in remote connections
As office workers turn into mobile workers, the volume of remote connections will increase sharply, so enterprises need to have adequate 
hardware and software licenses to handle this surge. In addition to routers and networking equipment, this may include VPN concentrators, 
software and hardware for SSL VPNs, servers to manage user authentication, and servers or appliances for perimeter security applications 
such as firewalls and intrusion protection. 

The support group must ensure that it has the methods to set up new mobile users quickly and give them access rights to the proper 
resources within the enterprise network.

It is also important that alternative points of ingress to the corporate network are established, in case one or more are disabled. This could 
happen if technical staff members are unable to remain at a data center or NOC.

Equip support staffs to assist first-time mobile users
In the event of a pandemic, technical support and IT staffs will be called upon to assist employees whose only experience has been 
using computers on a corporate LAN. Support organizations may require special training in how to work with confused and technically 
inexperienced end users.

Support staffs should also be given tools that make remote support easier, including tools to inventory software and hardware on remote 
systems, “remote control” software to help diagnose and solve problems, and software distribution tools.

Delivering Mobility-as-a-Service™ www.MaaS360.com
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4.  How MaaS360™ Can Help Turn Of f ice  Workers  into Mobi le 
Workers  Dur ing a  Pandemic
The MaaS360 ICE (In Case of Emergency) Service is a unique solution for maintaining business continuity in a crisis. Based on technology 
currently being used to support “road warriors” at some of the world’s largest financial services, pharmaceutical, energy, and business 
services companies, it makes enhanced endpoint security and wireless connectivity available to workers on short notice, so they can move 
out of the office and perform work at home and in remote locations without compromising IT security. 

VISIBILITY AND SECURITY
As soon as the MaaS360 ICE Service is deployed on 
laptops and distributed PCs it begins collecting security-
related information and forwards that information 
to the MaaS360™ Platform, a hosted reporting and 
PC management system. Through a secure browser 
connection you can access detailed reports on topics 
including:
    • Software inventory (operating system and
       applications)
    • Hardware components (processor, memory, 
      disk, storage devices)
    • Missing operating system patches
    • Personal firewalls installed (by vendor, release and installation date)
    • Anti-virus packages installed 
    • The age of anti-virus signature files.

Summary graphs show at a glance aggregate results and trends, while “drill-down” reports give detailed information on individual systems. 
(Figure 1).
\
Among other benefits, this information can help you:
    • Identify out-of-policy software and hardware 
    • Pinpoint and address security risks
    • Document compliance with corporate standards and government
       regulations
    • Save money by redeploying unused software licenses
    • Improve PC management and security processes

ENHANCED GLOBAL CONNECTIVITY
Within 24 hours of notifying Fiberlink of an emergency situation, your laptops 
and distributed PCs are ready to connect to up to nearly 100,000 access points 
worldwide.

An Intuitive User Interface
An intuitive connectivity interface provides a simple end user experience. 
Patented Active Transport Notification® technology detects all 
available hotspots and wireless access points within range, including 
corporate WLAN access points and home routers as well as service 
provider access points. Mobile employees can choose any authorized 
connection type from a simple menu bar. (Figure 2) 

Figure 1: Click on summary reports to see detailed information in “drill-down” 

Figure 2: Mobile employees can choose any 
available connection from the menu bar

Delivering Mobility-as-a-Service™ www.MaaS360.com
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The service automatically launches VPN clients, establishes connections, 
forwards employee authentication credentials, and takes other steps defined by 
the system administrator. Progress icons and status lights keep the employee 
informed about the progress of the connection process. (Figure 3). 

The combination of an intuitive user interface and a single password and logon 
procedure for all types of mobile connections can re-assure newly mobile workers, 
reduce frustration and calls to the help desk, and simplify end user support.

A Global Virtual Network
Fiberlink provides a global virtual network for mobile workers through agreements 
with leading Wi-Fi hotspot service providers, tier 1 ISPs, DSL and cable service 
providers, and hotel broadband service providers. Depending on the service 
plans you select, your employees will be able to connect to the Internet through 
98,000 wireless access points, public hotspots, mobile data networks and dial-up 
POPs in 140 countries. 

Compliance and Connectivity Reports
The MaaS360 ICE Service provides reports on events that cause 
laptops and PCs to fall out of compliance with corporate standards 
and on remediation and enforcement actions. The system also 
gives you summary and detail reports that correlate connectivity 
data across corporate wireless LANs, public hotspots, mobile 
data networks, and broadband and dial-up connections. You can 
use these reports to analyze usage patterns and troubleshoot 
connection difficulties. (Figure 4)

Figure 3: Icons show employees their 
connection status

Figure 4: Reports show connection usage and problems.

FOR MORE INFORMATION
For more information on MaaS360’s technology and services, contact MaaS360 at:
1787 Sentry Parkway West 
Building 18, Suite 200; Blue Bell, PA 19422
Phone 215.664.1600; Fax 215.664.1601
www.MaaS360.com


